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THREAT TARGETS:
● Financial Institutions
● Banking Staff

POSSIBLE IMPACTS:
● Unauthorised 

transactions
● Financial, reputational 

and data loss

TARGET AUDIENCE FOR 
CIRCULATION:
● C-Level Executives 
● IT security team

There is an ongoing scam email campaign targeting executives from prominent organizations around the world. These reported email 
addresses on the domains are genuine email accounts of 'Virgin Media', 'Optimum' & 'Cox communications' users' which are compromised 
and sold on underground forums. Scammers buy and use such accounts as they have a higher reputation compared to newly created free 
accounts to bypass email gateways and spam filters and also lower their risk of being detected or tracked back in a bigger BEC attack.

These accounts are compromised by threat actors via phishing emails and malware, and the issue with such accounts will persist as long as 
end users are not careful enough while dealing with phishing and malicious emails.Based on our previous experience in response with the 
hosts Virgin Media, Optimum and Cox.net which are TV and cable providers in the UK and USA. They do not investigate email accounts 
reported to their abuse team without the original email and header information as this is a mandatory requirement as per their abuse 
policies. However, once this information is provided they do take action by resetting/recovering the reported account of the original 
user.

Additionally, enabling strict quarantine measures on your email gateway from these domains will make you a harder target and eventually 
the attackers moving on to another one.
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● As a precautionary measure, all email from private and/or external email 
addresses which contain the name of your executive staff in the "From" 
field may flagged.

● As part of containment, please ensure to quarantine emails from the 
domain @virginmedia[.]com, @optimum[.]net, @optonline[.]net, 
@cox[.]net, @cox[.]com

● As this type of email is tricky, it is highly recommended to conduct 
phishing awareness training for all employees to avoid potential risks.

Disclaimer
The information contained in this 
document is meant to provide 
general guidance and brief 
information to the intended 
recipient pertaining to the incident 
and recommended action. 
Therefore, this information is 
provided "as is" without warranties 
of any kind, express or implied, 
including accuracy, timeliness, and 
completeness. Consequently, under 
no condition shall CTM360®, its 
related partners, directors, 
principals, agents or employees be 
liable for any direct, indirect, 
accidental, special, exemplary, 
punitive, consequential or other 
damages or claims whatsoever 
including, but not limited to: loss of 
data, loss in profits/business, 
network disruption, etc., arising out 
of or in connection with this 
advisory.

For more information:   
Email: monitor@ctm360.com   
Tel: (+973) 77 360 360
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